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- The MAILING DATE of this communication appears on the cover sheet with the correspondence address 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE MONTH(S) FROM 

THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 . 1 36(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 1 33). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)S Responsive to communication(s) filed on 05 April 2004 . 
2a)|3 This action is FINAL. 2b)D This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1 , 453 O.G. 213. 

Disposition of Claims 

4) 23 Claim(s) t-74 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) ^ Claim(s) 1-14 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10)D The drawing(s) filed on is/are: a)D accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
11 )□ The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)D All b)D Some * c)\J None of: 

1 .□ Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. . 

3. Q Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attachment(s) 

1 ) O Notice of References Cited (PTO-892) 

2) O Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) □ Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 
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4) O Interview Summary (PTO-413) 
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5) □ Notice of Informal Patent Application (PTO-152) 
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Art Unit: 2131 

DETAILED ACTION 
Claims 1-14 were pending for examination. 
Claims 1, 6,8 and 14 are amended. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 1 02 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 1-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over prior art of 
record, Yuliang Zheng, The SPEED Cipher in view of Sprunk. 

As per (amended) claim 1, Zheng teaches the SPEED Cipher built on highly nonlinear 
Boolean functions, see Page 71, wherein, given a key K of 1 bits, SPEED scrambles a Plaintext 
M of w bits into a ciphertext of C of the same length see page 71. 

Zheng teaches a block cipher method (i.e. The SPEED Cipher fi(xl, ki)) where a 
cryptographic sub-operation is performed on Plaintext M internally represented as 8 words (xO, 

x2 , ,x7), each with w/8 bits, and a cryptographic key K expanded by the key scheduling 

function into four sub-keys kl, k2, k3 and k4 each Ki consists of r/4 words or round keys 
indicating the number of round in each pass . Zheng's sub-operations operate employing a 
different sub-key, as well as a different bit-wise operation on the plaintext Xi, see Figures 1 and 
2 pages 72-73, emphasis added by the Examiner to correspond to the amended feature. 

Zheng's fails to teach a bit-wise operation depending on a control function ri based on 
random number. 
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However, Sprunk is directed to a secure microprocessor with reduced vulnerability to 
attack, see abstract. 

In a preferred embodiment, Sprunk discloses a variable frequency source ("clock") which 
produces a clock signal with periodic clock pulses. That is, the variable selection of the 
microprocessor clock is affected using a random "modulation" circuit that randomly varies each 
pulse of the clock signal to render the timing of successive pulses unpredictable and used to 
clock a crypto processor for the encryption or decryption of data entered, see col. 3, line 66 
through col. 4, line 13. 

It would have been obvious to one of ordinary skill in the art to adapt the crypto 
processor implementing the SPEED Cipher of Zheng to that of Sprunck to prevent pirates to 
modify the operations of the crypto processor because the ability of pirates to observe such clock 
signals is critical in mounting a successful attack to the system security, see col. 1, lines 38-49. 

As per claim 2, Zheng teaches one or more XOR (exclusive Or) combinations formed 
during the cryptographic sub-operations, see Page 74, table 2. 

As per claim 3, Zheng teaches that data contain cryptographic keys (i.e. sub-keys) and 
/or operand (i.e. Xi plaintext), see Fig. 1 and Table 2. 

As per claims 4-5, 7 and (amended) claim 6 , Zheng's SPEED Cipher uses the 
intermediate results from each round (sub-operation) as an operand for the subsequent 
Cryptographic sub-operations, see Fig.4, and that output of one round is fed as an input to the 
succeeding round of operations, see Fig.2. 
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Zheng further teaches that during bit-wise operation seven 8-bit operand (xi) are 
invereted, see page 74, table 2 (for the claimed even bit values, the odd bit values or all bit 
values recited in claim 6). 

Zheng further teaches that the bit values of a data bit word of plaintext or subkeys are 
inverted by means of an XOR operation, see, page 74, Table 2, For example in PI Fl(x6, 

x5, x0)=x6x3 XOR x5xlXOR XORxO where XiXj is bit-wise AND and Xi XOR 

Xj is the Bit-wise XOR of the two words and that in a pass Pi in SPEED the content in registers 
are updated accordingly, see page 76., see also the "Round transform" on page 78. 

Claims 8(amended), 9-13, and 14 (amended) are apparatus claims corresponding to 
method claims 1-7, Claims 8-14 are rejected for the same reasons stated in the statement of 
rejection of claims 1-7 above. 

Response to Amendment 

Applicant's arguments filed on 4/5/2004 regarding the rejection of the claims 1-14 under 35 
U.S.C. 103() have been fully considered but they are not persuasive. 

As per Applicant arguments relating to the rejection of claims 1 and 8, the applicant 
argues that "the modulated clock signal described in Sprunk causes the microprocessor to 
perform operations (or not) depending on the unpredictable stream of clock pulses" and that " the 
modulated clock signal only controls when the operations are performed and does not control 
how the operations are performed", page 5 of REMARKS third paragraph. 

The Examiner responds that the specific of claimed invention as how (not when ) the 
operations are performed is not claimed and that the claimed invention of bit-wise operations 
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depending on "a control signal ri which is based on a random number" is broadly interpreted as 
how and when the operations are performed. Furthermore, while the examiner reads the claims 
in light of specification, the examiner declines to read the limitations from the specification into 
the claim. 

As per Applicant's arguments relating to Sprunk reference, the Applicant argues that 
Sprunk fails to teach or suggest that at least one cryptographic sub-operation is performed using 
data and/or a result that is bit-wise complement or not", same page and paragraph. 

The Examiner responds that this feature is taught by the primary reference of Zheng ("the 
SPEED Cipher"). The Sprunk reference in a 103 type rejection is used for its "control function.... 
based on random number". 

Action is Final 

THIS ACTION IS FINAL. Applicant is reminded of the extension of time policy as set forth in 
37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 CFR 
1.136(a) will be calculated from the mailing date of the advisory action. In no event, however, 
will the statutory period for reply expire later than SIX MONTHS from the mailing date of this 
final action. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from examiner 
should be directed to Taghi Arani, whose telephone number is (703) 305-4274. The examiner 
can normally be reached Monday through Friday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh, can be reached at (703) 305-9648. The Fax numbers for the 
organization where this application is assigned is: 
(703) 872-9306 
Taghi Arani 
Patent Examiner 



November 24, 203 




NOTICE OF OFFICE PLAN TO CEASE SUPPLYING COPIES OF CITED U S PATENT 
REFERENCES WITH OFFICE ACTIONS, AND PILOT TO EVALUATE THE 
ALTERNATIVE OF PROVIDING ELECTRONIC ACCESS TO SUCH U.S. PATENT 

REFERENCES 



Summary 

The United States Patent and Trademark Office (Office or USPTO) plana in the near future to- 

(1) cease mailing copies of U.S. patents and U.S. patent application publications PJS patent 
references) with Office actions except for citations made during the international stage of an 

international application under the Patent Cooperation Treaty and those made during 
reexamination proceedings;" and (2) provide electronic access to/ with convenient downloading 
capability of, the US patent references cited in an Office action via the Office's private Patent 
Application Information Retrieval (PAIR) system which has a new feature called "E-Patent 
Reference." Before ceasing to provide copies of U.S. patent references with Office actions the 
Office shall test the feasibility of the E-Patent Reference feature by conducting a two-month pilot 
project starting with Office actions mailed after December 1, 2003. The Office shall evaluate the 
pilot project and publish the results in a notice which will be posted on the Office's web site 
(www.USFTO.rov) and in the Patent Official Gazette (O.G.). In order to use the new E-Patent 
Reference feature during the pilot period, or when the Office ceases to send copies of U.S. patent 
references with Office actions, the applicant must: (1) obtain a digital certificate from the Office- 

(2) obtain a customer number from the Office, and (3) properly associate applications with the 
customer number. The pilot project does not involve or affect the current Office practice of 
supplying paper copies of foreign patent documents and non-patent literature with Office actions 
Paper copies of references will continue to be provided by the USPTO for searches and written 
opinions prepared by the USPTO for international applications during the international stage and 
for reexamination proceedings. 

Description of Pilot Project to Provide Electronic Access to Cited U.S. Patent 
References 

On December 1, 2003, the Office will make available a new feature, E-Patent Reference, in the 
Office's private PAIR system, to allow more convenient downloading of U.S. patents and U.S. 
patent application publications. The new feature will allow an authorized user of private PAIR 
to download some or all of the U.S. patents and U.S. patent application publications cited by an 
examiner on form PTO-892 in Office actions, as well as U.S. patents and U.S. patent application 
publications submitted by applicants on form PTO/SB08 (1449) as part of an IDS. The retrieval 
of some or all of the documents may be performed in one downloading step with the documents 
encoded as Adobe Portable Document format (.pdf) files, which is an improvement over the 
current page-by-page retrieval capability from other USPTO systems. 



Steps to Use the New E-Patent Reference Feature During the Pilot Project and 
Thereafter 



Access to private PAIR is required to utilize E-Patent Reference. If you don't already have 
access to private PAIR, the Office urges practitioners, and applicants not represented by a 
practitioner, to take advantage of the transition period to obtain a no-cost USPTO Public Key 
Infrastructure (PKI) digital certificate, obtain a USPTO customer number, associate all of their 
pending and new application filings with their customer number, install no-cost software 
(supplied by the Office) required to access private PAIR and E-Patent Reference feature and 
make appropriate arrangements for Internet access. The full instructions for obtaining a PKI 
digital certificate are available at the Office's Electronic Business Center (EBC) web page ar 
<http://www.uspto.Rov/ebc/downloads.html> . Note that a notarized signature will be required to 
~ obtain a digital certificate." " " """ " . 

To get a Customer Number, download and complete the Customer Number Request form, PTO- 
SB125 ' at: http://www.uspto.gov/weh/fnr ms/sb0125.p df The completed form can then be 
transmitted by facsimile to the Electronic Business Center at (703) 308-2840, or mailed to the 
address on the form. If you are a registered attorney or patent agent, then your registration 
number must be associated with your customer number. This is accomplished by adding your 
registration number to the Customer Number Request form. A description of associating a 
customer number with an application is described at the EBC web page at: 
http://www.u spto.gov/ehc/registration p airhrml 

The E-Patent Reference feature will be accessed using a new button on the private PAIR screen 
Ordinarily all of the cited U.S. patent and U.S. patent application publication references will be 
available over the Internet using the Office's new E-Patent Reference feature. The size of the 
references to be downloaded will be displayed by E-Patent Reference so the download time can 
be estimated. Applicants and registered practitioners can select to download all of the references 
or any combination of cited references. Selected references will be downloaded as complete 
documents as Adobe Portable Document Format (.pdf) files. For a limited period of time the 
USPTO will include a copy of this notice with Office actions to encourage applicants to use this 
new feature and, if needed, to take the steps outlined above in order to be able to utilize this new 
feature during the pilot and thereafter. 

During the two-month pilot, the Office will evaluate the stability and capacity of the E-Patent 
Reference feature to reliably provide electronic access to cited U.S. patent and U.S. patent 
application publication references. While copies of U.S. patent and U.S. patent application 
publication references cited by examiners will continue to be mailed with Office actions during 
the pilot project, applicants are encouraged to use the private PAIR and the E-Patent Reference 
feature to electronically access and download cited U.S. patent and U.S. patent application 
publication references so the Office will be able to objectively evaluate its performance The 
public is encouraged to submit comments to the Office on the usability and performance of the 
E-Patent Reference feature during the pilot. Further, during the pilot period registered 
practitioners, and applicants not represented by a practitioner, are encouraged to experiment with 
the feature, develop a proficiency in using the feature, and establish new internal processes for 
using the new access to the cited U.S. patents and U.S. patent application publications to prepare 
for the anticipated cessation of the current Office practice of supplying copies of such cited 
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references. The Office plans to continue to provide access to the E-Patent Reference feature 
during its evaluation of the pilot. 



Comments 



Comments concerning the E-Patent Reference feature should be in writing and directed to the 
Electronic Business Center (EBC) at the USPTO by electronic mail at eReference@usDto.gov or 
by facsimile to (703) 308-2840. Comments will be posted and made available for public 
inspection. To ensure that comments are considered in the evaluation of the pilot project, 
comments should be submitted in writing by January 15, 2004. 

-Gomments-with-respect to-specific applications should be sent to the Technology Centers' 
customer service centers. Comments concerning digital certificates, customer numbers, and 
associating customer numbers with applications should be sent to the Electronic Business Center 
(EBC) at the USPTO by facsimile at (703) 308-2840 or by e-mail at EBC@uspto.gov. 

Implementation after Pilot 

After the pilot, its evaluation, and publication of a subsequent notice as indicated above, the 
Office expects to implement its plan to cease mailing paper copies of U.S. patent references cited 
during examination of non provisional applications on or after February 2, 2004; although copies 
of cited foreign patent documents, as well as non-patent literature, will still be mailed to the 
applicant until such time as substantially all applications have been scanned into IFW. 

For Further Information Contact 

a 

Technical information on the operation of the IFW system can be found on the USPTO website 
at http://www.uspto.gov/web/patents/ifw/index.html. Comments concerning the E-Patent 
Reference feature and questions concerning the operation of the PAIR system should be directed 
to the EBC at the USPTO at (866) 217-91 97. The EBC may also be contacted by facsimile at 
(703) 308-2840 or by e-mail at EBC@uspto.gov. 





Nicholas P. Godici 
Commissioner for Patents 



USPTO TO PROVIDE ELECTRONIC ACCESS TO CITED U.S. 
PATENT. REFERENCES WITH OFFICE ACTIONS AND CEASE 

SUPPLYING PAPER COPIES 



In support of its 21 st Century Strategic Plan goal of increased patent e-Goverament, beginning in 
June 2004, the United States Patent and Trademark Office (Office or USPTO) will begin the phase- 
in of its E-Patent Reference program and hence will: (1) provide dowanhmdbng capability of the 
U.S. paiemits anndl U.S. patent appDicatioim ppMcattnoims cited inn Office actiomis via the E-Patent 
Reference feature of the Office's Patent Application Information Retrieval (PAIR) system; and (2) 
cease mmaiDimig paper copies of U.S. patecnfls amtd U.S. patenntt appMcationn piintbllicatfioiins with 
Office actioiins (in applications and during reexamination proceedings) except for citations made 
during the international stage of an international application under the Patent Cooperation Treaty 
(PCT). In order to use the new E-Patent Reference feature applicants must: (1) obtain a digital 
cert ificate and softw are from the Of fice; (2) obtain a c ustom er numbe r from the O ffice; a nd (3) 
properly associate patent applications with the customer number. Alternatively, copies of all U.S. 
patents and patent application publications can be accessed without a digital certificate from the 
USPTO web site, from the USPTO Office of Public Records, and from commercial sources. The 
Office will continue the practice of supplying paper copies of foreign patent documents and non- 
patent literature with Office actions. Paper copies of cited references will continue to be provided 
by the USPTO for international applications during the international stage. 



All U.S. patents and U.S. patent application publications are available on the USPTO web site. 
However, a simple system for downloading the cited U.S. patents and patent application 
publications has been established for applicants, called the E-Patent Reference system. As E-Patent 
Reference and Private PAIR require participating applicants to have a customer number, retrieval 
software and a digital certificate, all applicants are strongly encouraged to contact the Patent 
Electronic Business Center to acquire these items. To be ready to use this system by June 1, 2004, 
contact the Patent EBC as soon as possible by phone at 866-217-9197 (toll-free), 703-305-3028 or 
703-308-6845 or electronically via the Internet at ebc@uspto.gov . 

Other Options 

The E-Patent Reference function requires the applicant to use the secure Private PAIR system, 
which establishes confidential communications with the applicant. Applicants using this facility 
must receive a digital certificate, as described above. Other options for obtaining patents which do 
not require the digital certificate include the USPTO's free Patents on the Web program 
(http://www.uspto.gov/patft/index.html). The USPTO's Office of Public Records also supplies 
copies of patents for a fee fhttp://ebizl. uspto.gov/oems25p/index.html) . Commercial sources also 
provide U.S. patents and patent application publications. 

For complete instructions see the Official Gazette Notice. USPTO TO PROVIDE ELECTS 01 HC ACCESS TO CITED 
U.S. PATENT REFERENCES WITH OFFICE ACTIONS AND CEASE SUPPLYING PAPER COPIES, on the 
USPTO web site. 



June 2004 
July 2004 
August 2004 



TCs 1600, 1700, 2800 and 2900 
TCs 3600 and 3700 
TCs 2100 and 2600 



